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1
Decision/action requested

It is requested to approve the changes in clause 4 below.
2
References

[1]
GPC_SPE_093: GlobalPlatform Card Specification v.2.2 Amendment F: Secure Channel Protocol '11'
3
Rationale

This pCR proposes a solution to update long terms keys in the SIM/USIM when PKI and certificates are supported by the UE and the netwrok server.
4
Detailed proposal

Changes are proposed below.
***
BEGIN OF FIRST CHANGE ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]

GPC_SPE_093: GlobalPlatform Card Specification v.2.2 Amendment F: Secure Channel Protocol '11'
***
END OF FIRST CHANGE ***

***
BEGIN OF SECOND CHANGE ***

9.x
Solution #x: Certificate based negotiation
9.x.1
Introduction

When certificates are introduced to both the tamper resistant hardware component which holds SIM/USIM and the network provisioning server which manages the tamper resistant hardware component remotely, a secure communication channel could be established between the UE and the network server based on mutual authentication via certificates. The solution is proposed to use this secure channel to update long term keys.

This solution uses the concept of profile as a representation of SIM/USIM and other data provisioned on the tamper resistant hardware component for the purpose of providing services. 
9.x.2
Solution Description
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Figure 9.x.1: Long term keys update based on certificate exchange and key negotiation

The overall flow is describes as below:

1. The UE and the Provisioning server perform mutual authentication based on certificates exchange and verification.

2. The UE and the Provisioning server negotiate common cryptographic suite for further communication, using mechanisms e.g. as specified by the GlobalPlatform Card Specification Amendment F [2]. 

3. The Provisioning system sends a Profile update request to the UE, including new long term keys to be provisioned, identity of the target Profile to be updated.

4. Upon reception of the Profile update request, the UE updates the target Profile using the new long term keys.

5. The UE sends a Profile update result containing the identity of the target profile to the Provisioning server.

6. The Provisioning server updates the long term keys of the target profile in the HSS.

7. The UE detaches from the network and re-attaches the network using the updated long term keys.
9.x.3
Solution Evaluation
The solution can address the key issue #1 by establishing a secure communication channel between the UE and the network based on certificates exchange and key negotiation.

The solution requires the USIM hardware preloaded with a certificate and supports certificate verification.

SCP11a could be used as the key exchange protocol to establish keys to protect the long term keys, with necessary enhancement if needed. 

The solution could be used for all 3GPP technologies as long as the USIM hardware supports profile of the corresponding 3GPP technology.

The solution may introduce new rik of the compromise of the Certificate Authority which issues certificates.
***
END OF SECOND CHANGE
***
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